ABSTRACT Intrusion detection system (IDS) is emerging as a technology to improve the security of vehicular ad hoc network. However, the recent research on performance of IDS indicates that monitoring overhead is still a significant issue and challenge. The fundamental problem is caused by the fact that each node repeatedly detects adjacent nodes during operation. At the same time, monitoring results are sent to other nodes in the form of control packets, resulting in the decline of the network throughput. In this paper, we focus on selecting a bunch of monitoring nodes and propose a cross-layer security monitoring selection algorithm based on traffic prediction (CLSM-TP). Instead of repeatedly detection for each node, we select the monitoring node whose idle degree is relatively high by predicting the node's traffic based on a cross-layer vehicular ad hoc network. Moreover, the proposed algorithm leverages the mutual information and residual energy to optimize the node selection through social network analysis. The noteworthy contributions are that CLSM-TP can balance the resource consumption among all nodes and prolong the lifetime of vehicular ad hoc network to some extent. Our experimental results show that, the monitoring nodes selected by the algorithm proposed in this paper with higher idle degree preform good enough to monitor the whole vehicular ad hoc network.
I. INTRODUCTION
With the rapid developments of computer and communication technology, vehicle ad hoc network (VANET) provides a promising application prospect for enhancing the user's driving skills [1] . However, as the data source in the vehicle ad hoc network vary from place to place and the vehicle is moving at a high speed, VANET becomes a network with a large amount of data and a dynamically changing topology [2] . This character of VANET reduces the security of the network. As the ever-increasing variety, quantity and intelligence of on-board equipment, along with the ever-growing demand for service quality of automobiles, the way to provide users with a range of security-related and user-oriented vehicular applications has become significant [3] , [4] . Intrusion detection system (IDS) is a technology of detecting and preventing intrusion and it can analyze information coming into the network and based on available data about any previously committed network attacks, determine whether traffic is potentially dangerous [5] , [6] . Applying the IDS to VANET can improve the security of VANET. In the existing VANET, message authentications are used between vehicles and roadside units. Message authentications using agent vehicles have been proposed to reduce the computational overhead of roadside units significantly. Agent vehicles with verifying multiple messages at the same time improve computational efficiency of roadside units when there are a large number of vehicles in their coverage areas [7] . Security monitoring node selection aims at mining significant nodes in the network and evaluating their importance. The importance of nodes has not been defined clearly and different evaluating standards have different concepts, for example, the importance can be the combination of influence, status or other factors of a node. Quantitative analysis based on the graph theory is used to mine the most important nodes and evaluate the relative importance of different nodes. However, considering the large overhead and unbalanced load, how to select security monitoring node efficiently becomes an urgent problem.
In VANET, the topological, the remaining energy and the node's traffic determine the importance of the node in the network. Communication between nodes is achieved by wireless transmission. Stable and reliable wireless communication is one of the critical demands for smart cities to connect people and devices [8] . Node transmission power, energy and lifetime are limited in the actual network. When the node has high traffic, it will process massive information and the ability to collect information will decrease. In order to achieve the load balancing, the more traffic node is, the less suitable it is selected as a monitoring node. Traffic prediction model of wavelet neural network is a fusion of wavelet transform and neural network. In this model, the Sigmoid function of the neural network is directly replaced by the wavelet function as the excitation function of the hidden layer of the neural network. The scale and translation parameters of the wavelet are used as parameters of the weights and thresholds of the neural network to form a Feed-forward network.
Considering the large data and dynamic topology changes that result in low security of VANET, we use IDS to improve network security and select agent vehicles to implement the intrusion detection technologies. We transform the agent vehicles selection into the selection of security monitoring nodes. To address the above problems, we propose a crosslayer security monitoring node selection model for vehicle network. Based on the model, a cross-layer security monitoring selection algorithm based on traffic prediction (CLSM-TP) is proposed. The algorithm embeds the prediction mechanism, designs the nodes' traffic prediction model based on the wavelet neural network and proposes a security monitoring node selection scheme based on the traffic prediction by using the idle degree. In addition, considering the network topology and the level of residual energy, we make the mutual information and energy as the factors of monitoring node selection. Finally, considering the node traffic, mutual information and energy, the security monitoring node is selected by calculating the weight with entropy method.
The rest of this paper is organized as follows: Section II reviews related work. In section III, we introduce our crosslayer security monitoring node selection model. In section IV, we introduce the characters of wireless network traffic, design a model of the node traffic prediction based on wavelet neural network, and express the idle degree of the node through a function related to the node traffic. In section V, we take the mutual information and energy status of the node as the factors of the monitoring node selection and design models for node mutual information assessment and node energy consumption respectively. In section VI, the optimization of security monitoring node selection is introduced. In this section, the entropy weight method is used to calculate the weights of the monitoring node's various selection factors. In section VII, the performance of the proposed algorithm, the simulation analysis and results are formulated. Finally, we make a conclusion of this paper in section VIII.
II. RELATED WORK
Vehicular ad hoc network (VANET) has attracted the research community due to its diverse applications ranging from safety to entertainment. The detailed procedure to generate social vehicular mobility dataset has been presented in [9] . Considering the social characters of VANET, the Rahim et al. [10] investigates the next-generation vehicles under the assumption of social networking for vehicular application. Considering the ever-increasing number of road accidents, traffic congestion, and other such issues, an application scenario on trajectory data-analysis-based traffic anomaly detection for vehicular social networks has been introduced in [11] . Yu et al. [12] focus on node social selfish attack, which decreases network performance significantly, and a dynamic reputation model to evaluate a node's routing behavior is presented. The long-term traffic anomaly detection has been presented which is based on crowd sourced bus trajectory data, exploring anomalous regions with long-term poor traffic situations [13] . Considering ubiquitous network connections in VANET, Ning et al. [14] proposed a social aware group formation framework for the sake of providing high link connectivity and capacity. By utilizing social characters of mobile nodes, the performance of data distribution can be improved [15] . Yu et al. [16] studies transmission of packets with time constraints in cooperative 5G wireless networks. In order to minimize packet-dropping probability, they integrate packet scheduling with adaptive network coding method selection. In [17] , a new dynamic hierarchical reputation evaluation scheme (DHRES) is proposed to provide security for hybrid wireless mesh networks. According to the phenomenon that scale-free WSNs can tolerate random attacks very well; however, they can be vulnerable to malicious attacks, a new modeling strategy to generate scale-free network topologies, which can solve the malicious attacks of some important nodes in scale-free WSNs is presented in [18] . The complexity of application requirements, the heterogeneity of network architectures and communication technologies impose many challenges in developing robust HetIoT applications. Several potential solutions to address the challenges facing future HetIoT have been proposed in [19] . In [20] , an event-aware backpressure-scheduling scheme is proposed to guarantee the real-time performance of the emergency packets in Emergency Internet of Things. Considering the fragmented resources that cannot be further utilized in mobile computing applications, a novel provident resource defragmentation framework that reduces unnecessary migration of virtual machines is proposed in [21] . In [22] , a distributed urban traffic management system integrating fog computing and vehicle networking is constructed. In this system, vehicles close to RSUs can be utilized as nodes.
Security monitoring node can perform local intrusion detection and participate in global intrusion detection collaboratively. There exist several techniques about security monitoring node selection. A distributed intrusion detection method based on the clustering detection scheme is VOLUME 6, 2018 proposed [23] . In this scheme, a cluster head node is selected periodically to monitor the cluster member nodes. Yu et al. [24] introduced security requirements in hierarchical ad hoc networks and proposed a new Routing Security Scheme based on Reputation Evaluation (RSSRE). In this scheme, the reputation relationship is defined in consideration of the related node roles and functions, while the reputation evaluation mechanism is built based on the correlation among nodes that need to be evaluated. The literature [25] solved the selfish nodes problem by establishing the reputation model (VCG) and setting up the threshold value to stimulate nodes to participate in the monitoring node election process. Scenario-based clustering election algorithm (SCAM) determines monitoring nodes and member nodes by using the greedy approximation algorithm according to the connectivity, stability and transmission range of nodes [26] . This algorithm forms a load balancing cluster set and reduces the control overhead. In [27] , a cognitive agent-based resource prediction (CARP) can provide routing and other services through mobile agent's prediction of node mobility and traffic. Security monitoring node selection algorithm based on a distributed energy-efficient clustering scheme is proposed in [28] . This scheme can reduce the number of clusters and improve energy efficiency. However, the analysis of importance from the aspect of topology and the load condition of nodes is not considered. Considering the problem of unbalanced load and short network lifetime in dynamic networks, the literature [29] proposes how to select the optimal location and the longest-lived node. It determines security monitoring nodes by estimation function, however, this method doesn't quantify the node traffic further and the node topology importance is not considered either.
III. SYSTEM MODEL
In the traditional vehicular ad hoc network, the vehicle equipped with intrusion detection system can detect the abnormal situation of their surrounding vehicles. However, as each node repeatedly detects adjacent nodes during operation, and the detection reports are sent other nodes in the form of control packets, monitoring overhead becomes intolerable. In this paper, we present a cross-layer vehicular ad hoc network, as shown in Fig. 1 . Instead of repeatedly detection for each node, the Local authority selects a bunch of monitoring nodes whose idle degree is relatively high to run the intrusion detection system. The selected monitoring nodes sent the detection reports to the Local authority through the roadside unit (RSU). Once the Local authority received anomaly detection report, it can take punitive measures against the abnormal node to maintain the security of the network. Thus, a security monitoring nodes selection algorithm based on traffic prediction is proposed as follows.
IV. TRAFFIC PREDICTION IN MONITORING NODE SELECTION
Due to the dynamic topology of VANET, the nodes traffic also changes in real time. However, the traditional security monitoring node selection ignores this reality and the algorithm is incomplete. Based on analyzing traffic characters and embedding traffic prediction mechanism in the algorithm, a cross-layer security monitoring node selection scheme is proposed in this section.
A. WIRELESS NETWORK TRAFFIC CHARACTERS
The characters of nodes traffic in the wireless network include non-linear, non-stationary, self-similar and long-rang dependence. Self-similar is the key to analyzing network traffic in the time dimension. In other words, the time sequence of traffic will have the same pattern at different resolutions and it is a stochastic process with invariance traditionally. The main character of the long-rang dependence is that actual network traffic has a correlation in the time dimension over a long period of time. Considering the strong adaptability and fault tolerance of neural networks and the excellent timefrequency location character of wavelet transform, we design a traffic prediction model based on wavelet neural network technology and predict the trend of node traffic.
B. IDLE DEGREE CALCULATION
A cross-layer security monitoring node selection scheme based on traffic prediction (CLSM-TP) is proposed in this section. CLSM-TP can avoid the hot spot with large traffic when selecting security monitoring. In addition, our scheme can avoid adding overhead to nodes with large load and node load will be balanced.
A node is not suitable to be a security monitoring node when traffic passing through the node is large and the node processes more information. We use idle degree to represent the node's ability of processing information in this paper. The function related to the node data traffic represents idle degree and we set the busyness degree of node with maximum traffic to 1. The relative busyness degree of any node v is defined according to (1) :
Where T max is the maximum traffic value, T max is the traffic of node v, Q v is the busyness of node v.
The busyness value of a node can reflect the node idle degree, service queuing time, and the ability to handle the remaining information. The idle degree is as shown in (2):
The larger the idle degree is, the idler the node is, that means information processing ability of the node is higher, and it is more suitable to be selected as a security monitoring node. Considering the periodicity of network traffic, our algorithm can update dynamically and periodically. When the traffic of one or more nodes changes suddenly, the algorithm can select security monitoring nodes which are more suitable for the changed network and determine the member nodes.
C. WAVELET NEURAL NETWORK TRAFFIC PREDICTION MODEL
Wavelet Neural Networks (WNN) is a combination of wavelet transform and neural network. It combines both the time-frequency local properties of wavelet transform and the nonlinear mapping ability of neural network. At the same time, it has strong adaptive resolution and good fault tolerance. Wavelet neural network model diagram as shown Fig.2 and its theory is defined as (3):
where i is the number of hidden layer nodes, j is the number of input layer nodes, ψ is the function of hidden layer:
The main steps of the traffic prediction model based WNN are as follows:
Step 1: Input the learning samples.
Step 2: Preprocess the parameters.
Step 3: Calculate the output of hidden layer and output layer.
Step 4: Calculate the error function E.
Step 5: If convergence, output W kj , V ji , a j , b j and stop. Else, go to next step.
Step 6:
Where W kj is the connection weight between input layer and hidden layer, V ji is the connection weight between hidden layer and output layer, a j and b j are scaling factor and translation factor of the wavelet function respectively. 
V. MUTUAL INFORMATION AND ENERGY CALCULATION
Considering the node traffic and the influence of connection closeness between the nodes, we use the mutual information theory to determine the node's mutual information value in this paper. We calculate the remaining energy level based on the single-node energy model and select the monitoring node by considering traffic, mutual information value, and remaining energy of node.
A. MUTUAL INFORMATION CALCULATION
The nodes that control the network data are often the ones connecting different high-density node areas. Nodes in different areas can exchange information by these nodes and they can control the data flow in the network. To reflect the nodes' connection, the bridge connection coefficient is used to illustrate the number of the connected nodes and the bridge connection coefficient can reflect the ability of node connection. The equation is shown in (4):
where BC(i) is the bridge connection coefficient of node i, d(i) is the out degree of node i, N (j) represents node collection that connects with node i. When the edge node degree is smaller, the neighboring nodes degree is higher and the bridge connection coefficient is higher. However, the edge node is only responsible for information between itself and neighboring nodes from the perspective of the whole network and the importance of node is not very high. Therefore, not only the node degree requires to be considered, but also the connection degree of node should not be ignored. We introduce the concept of mutual information, which can evaluate the importance of nodes. Mutual information parameter considers the relationship between node itself and other neighboring nodes to describe their connection. Mutual information is described as (5):
Where C(i) is the connected information of node i, C(i/j) is the information value of node i when the information of node j is known.
Evaluating the importance of nodes by the total amount of node mutual information, firstly, compute the mutual information between nodes. Then compute the total amount mutual information of this node. The mutual information MI (i, j) of nodes i and j is defined as (6) :
The summation of mutual information of node i is MI (i), which equals to (7):
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B. RESIDUAL ENERGY CALCULATION
Monitoring nodes need to collect the data of all nodes and perform the detection algorithm. In this way, the energy consumption of such nodes is large and choosing the nodes with more residual energy as monitoring node can distribute the energy consumption equally to every node as much as possible and improve the overall network lifetime. The node energy consumption in wireless network mainly includes the consumption of communication process and performing the IDS agent process. The energy consumption rate in sleep state and idle state is relatively small [30] . So, we mainly consider the energy consumption of transmitting and receiving data during the node communication in this paper. The energy consumption of data sending end includes transmitter and amplifying circuit energy consumption. The energy consumption of data receiving only includes the receiver energy consumption. The formulas of calculating energy consumption during transmitting and receiving data are defined as (8) , (9):
where E t (n b , d) is the energy spent by a node to send an message of length n b bits over a distance d(J ), E r (n b ) is the energy spent by a node to receive an message of length n b bits(J ), E elect is the energy consumption of transmitter and receiver (J /bit), and E amp is the energy consumption of transmit amplifier (J /bit/m 2 ). The energy consumption of IDS agent includes [24] : communication-related energy consumption and calculationrelated energy consumption. There are two types of nodes in the network: security monitoring nodes and member nodes. According to the analysis of energy consumption above, the residual energy of member nodes is calculated by (10) and the residual energy of security monitoring nodes is calculated by (11) :
where E t is the energy consumption of data transmission for member nodes, E r is the energy consumption of the data received by the member nodes, E tx is the energy consumption of the detection data transmitted by the member nodes to the monitoring node, and the E rx s the energy consumption of the member nodes receiving the detection results of the monitoring nodes.
Here E tx is the energy consumption of the monitoring node transmitting the detection result to member nodes. E rx is the energy consumption of the monitoring node receiving the detection data from member nodes. E C is the energy consumption related to the ID agent and the calculation
VI. SECURITY MONITORING NODE SELECTION OPTIMIZATION ALGORITHM A. ENTROPY WEIGHT CALCULATION
The security monitoring node selection mechanism proposed in this paper comprehensively considers several factors such as node traffic, topological position and residual energy. By using the entropy weight method to calculate the value of the weight, the relative importance of each factor in the system assessment is determined by the entropy of each factor. The larger the weight is, the more remaining energy one node has, which represents that the topological position of the node is more important.
Establish a standard evaluation matrix A(G) of the network node, which is a 3 × n matrix as (12) . The first row of the matrix represents the index of the node mutual information value. The second represents the residual energy state of the node. And the third represents the degree of idleness.
where
B. ALGORITHM STEPS
There are four types of message in the algorithm process.
In the initial election process, each node uses message Hello.
Message Begin -Election is used for each node to interact weight information. Message Vote is used to select security monitoring nodes. When the security monitoring node responds to a member node, it will send message Acknowledge [31] . The pseudo-code of the security monitoring node selection mechanism based on traffic prediction is as follows.
VII. SIMULATION RESULTS AND PERFORMANCE ANALYSIS
This section presents our simulation results of CLSM-TP. By comparing it with the traditional degree-based security monitoring node selection algorithm, the impact of the algorithm on the performance of VANET can be verified. In the first subsection, we verified the accuracy of the flow prediction model provided in this paper and compare it with the traditional Auto Regressive Moving Average model (ARMA).
In the second subsection, we compared the detection node selection algorithm based on degree with the one based on traffic prediction and analyzed the topological graphs of the network respectively. In the third part, we verified the performance of the algorithm from the aspects, such as the number of monitor nodes, remaining energy level, total energy consumption of network nodes, and maximum number of member nodes. Fig. 3 shows a comparison chart between the predicted flow value and the actual value obtained by using the wavelet neural network-based flow prediction method proposed in this paper. Fig. 4 shows the comparison between the predicted flow rate and the actual value based on the ARMA autoregressive moving average model. As a result, it can be seen from the prediction results shown in Fig. 3 and Fig. 4 , that the wavelet neural network can accurately predict the network traffic, while the deviation between the predicted value and the true value of the traditional ARMA is large. For example, at the time of 10s in Fig. 4 and Fig. 4 , when the node traffic changes greatly, the predicted value of the traffic in the traffic prediction scheme based on the wavelet neural network is 0.0590 * 109B and the actual traffic value is 0.0638 * 109B. The error rate is 7.5%. Meanwhile the ARMA-based traffic prediction model predicts the node's traffic value is 0.0034 * 109B, the absolute error rate is 94.6%, while is pretty large. The traffic prediction model based on wavelet neural network improves the prediction accuracy by about 87%. So, we can conclude that the traffic prediction model based on wavelet neural network can improve the accuracy of traffic prediction. 
B. MONITOR NODE DISTRIBUTION AND IDLE DEGREE OF NETWORK NODES
Fig . 5 shows the distribution of security monitoring nodes based on traffic prediction. Table 1 shows the monitoring nodes of the security monitoring node. The labels (1/2/8/10/11/14/15/17/18) shown in Fig. 5 , represent the nodes with large traffic and low idleness in the network. The busyness of these network nodes is relatively high. The nodes (4/5/7/9) marked as box are selected as the security monitoring nodes by the algorithm proposed in this section. The idleness of these nodes is greater than 0.3, which is relatively high. Therefore, the security monitoring node selection algorithm proposed in this paper is more reasonable. Fig. 6 shows the distribution of security monitoring nodes selected by traditional selection algorithm based on degree. The labels (1/2/8/10/11/14/15/17/18) represent the nodes with large traffic and low idleness in the network, which have a high degree of busyness. The nodes (1/7/14/15/18) marked as box are selected as the security monitoring nodes by traditional selection algorithm. Table 2 shows the member nodes monitored by the security monitoring nodes. Table 3 shows that the idleness of nodes (1/2/8/10/11/14/15/17/18) in the network is below 0.3, and the nodes are busy. Therefore, the security monitoring node selected by the traditional method is not reasonable. The simulation results show that the monitoring node selection algorithm based on traffic prediction proposed in this paper have superior performance in the network, effectively improving the system performance. Fig. 7 shows the comparison of the number of monitoring nodes between the two algorithms under different numbers of network nodes. The simulation result is the average value of 30 operations performed under different network topologies. As can be seen from the figure, when the number of network nodes is small, the number of monitoring nodes selected by the two selection algorithms is almost similar. However, as the number of network nodes increases, the number of security monitoring nodes based on CLSM-TP is much less than the one based on degree-based monitoring node selection methods. The reason can be that the degreebased monitoring node selection algorithm only selects the monitoring node according to the degree of the node's degree. The larger the number of network nodes is, the lager number of monitoring node members is, leading to a fact that part of the edge nodes can only be their own monitoring node. Moreover, since each monitoring node needs to turn on the intrusion detection agent system, the amount of monitoring overhead is positively related to the number of monitoring nodes. Therefore, as the number of network nodes increases, CLSM-TP has less detection overhead. Fig. 8 shows the comparison of the remaining energy levels of the nodes over time. It can be seen from the figure that CLSM-TP can equalize the remaining energy of the network node at the time after 120s, extending the network lifetime. For example, at 120s, CLSM-TP makes the remaining energy of the node between 70J and 100J, while the security monitoring node selection algorithm based on degree makes the remaining energy of nodes 8 and 19 as 20J and the remaining energy of node 16 as 120J. This is because CLSM-TP takes the energy state of the node and the remaining energy of the node as the consideration factor on the selection of the security monitoring node. In contrast, the security monitoring node selection algorithm based on degree only selects the security monitoring nodes according to the number of adjacent nodes, which results in repeated selection of the same node as the monitoring node. In this way, the energy consumption of the monitoring node is so fast that it makes the remaining energy of the network nodes unbalanced, reducing the lifetime of the network. 9 shows the comparison of the total energy consumption of the network nodes as a function of time for the two methods with the same topology. It can be seen from the figure that as the time increases, CLSM-TP reduces the total energy consumption of the network nodes. When the time is 120s, the algorithm proposed in this paper is less than the total energy consumption of the safety monitoring node selection algorithm based on the degree of 198.783J. This is because the security monitoring node enables the intrusion detection agent to consume the energy of the node. This algorithm selects fewer security monitoring nodes, so the algorithm needs less energy consumption of the network. . 10 shows the maximum number of member nodes monitored by the security monitoring node as the number of network nodes changes. It can be seen from the figure that as the number of network nodes increases, the maximum number of member nodes monitored by the security monitoring node increases. The maximum number of member nodes selected by CLSM-PT is smaller than that based on degree. Because CLSM-TP selects the nodes with stronger connection role, avoiding those nodes with large node degrees, while the degree-based method only considers the monitoring node for a large degree. A smaller number of member nodes of the security monitoring node can prevent information collisions and transmission delays, so that each node's data packets can be monitored. Therefore, the detection probability and safety are improved compared to the degree-based method. 
C. PERFORMANCE OF NETWORK

VIII. CONCLUSION
According to the characteristics of vehicular ad hoc network, we proposed a monitoring node selection mechanism based on traffic prediction, which involves the idle degree of node, topological position and energy consumption. Compared with the traditional security monitoring node selection algorithm, the simulation results show that the proposed VOLUME 6, 2018 scheme can significantly prolong the network lifetime, reduce the detection overhead of the network, and balance the communication busyness of network nodes. 
